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Abstrak. Polisi sebagai penegak hukum yang merupakan pihak berwenang dalam hal
perlindungan sosial diharapkan melakukan upaya pencegahan dan investigasi juga
penyelesaian tindak kejahatan yang terjadi di masyarakat. Penelitian ini dapat membantu polisi
untuk mengidentifikasi aktor utama lebih cepat dan mengarah untuk memecahkan tindak
kejahatan. Penggunaan sentralitas menyeluruh (overall centrality) sangat membantu dalam
menentukan pelaku utama berdasarkan perhitungan sentralitas lainnya. Tujuan dari penelitian
ini adalah untuk mengidentifikasi pelaku utama dari tindak kejahatan yang dilakukan oleh
beberapa orang. Analisis jaringan sosial semantik digunakan untuk melakukan identifikasi
aktor utama dengan menggunakan lima pengukuran sentralitas, seperti sentralitas derajat,
sentralitas perantara, sentralitas kedekatan, sentralitas eigenvektor, dan sentralitas menyeluruh.
Adapun hubungan antara aktor, penelitian ini menggunakan hubungan sosial seperti
persahabatan, kolega, keluarga, pacar atau kekasih, dan kenalan. Hubungan antara aktor yang
diukur dengan menggunakan empat pengukuran sentralitas pertama kemudian diakumulasikan
oleh sentralitas menyeluruh untuk menentukan aktor utama. Hasilnya menunjukkan 80,39%
akurasi dari 102 kasus pidana yang dikumpulkan dengan setidaknya tiga pelaku yang terlibat
dalam setiap kasus.

Kata kunci: Analisis jaringan sosial; overall centrality; kelompok kriminal; pelaku utama

Abstract. The Police as law enforcers who authorize in terms of social protection are expected
to do both the prevention and investigation efforts also the settlement of criminal cases that
occurred in the society. This research can help police to identify the main actor faster and leads
to solving crime-cases. The use of overall centrality is very helpful in determining the main
actors from other centrality measures. The purpose of this research is to identify the central
actor of crimes done by several people. Semantic Social Network Analysis is used to perform
central actor identification using five centrality measurements, such as degree centrality,
betweenness centrality, closeness centrality, eigenvector centrality, and overall centrality. As
for the relationship between actors, this research used social relation such as friendship,
colleague, family, date or lover, and acquaintances. The relationship between actors is
measured by first four centrality measures then accumulated by overall centrality to determine
the main actor. The result showed 80.39% accuracy from 102 criminal cases collected with at
least three actors involved in each case.
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1. Introduction

Crime is a phenomenon in the society which is considered as a deviant act that disturbs the public. It
can be done by several people, whether planned or not. This results in the emergence of small groups
that committed criminal acts on a small scale to the formation of an organization that committed large-
scale crimes. Criminal network is a new social relationship formed when criminals conduct crime
together [1], [2]. This network can be a small group or large organization. A criminal group usually
has only one main actor that has more power than any other actor in the group [3]. Main actor or
central actor can be the leader, the strategist, or the most active member of the group.

Detecting central actor or main actor of a group has advantages depending on the needs but it is
not an easy job [3]. The requirement to detect or identify a central actor from a group or a network is
the complete network. Once the complete network is discovered, it can be visualized into a graph
which makes the representation and cognitive tendencies of users improvised [4]. It is easy to draw a
social graph for a small social group, but it can be difficult or even not feasible for large group [3]. A
graph can be built using actors as node and relationship as the edge, then it can be analyzed using
many methods. One of them is Social Network Analysis.

Social Network Analysis (SNA) has been long used to identify and determine actors role in a
social group [5] in form of graphs [6]. The advantage is researcher can construct, visualize, and
analyze the networks [7]. This makes SNA can be applied to any fields. In the medical field, SNA is
used to analyze the social network influence in tobacco use to support protocol about tobacco in
Australia [8]. SNA can also be applied to management when it is necessary. Jarman [9] said that SNA
can be precedents to manage events in a city, where the social relationship can make a good impact on
a festival economy. Meanwhile, [10] show that SNA was very valuable in identifying areas for
improvement and can be utilized for effective decision-making. In the literary field, SNA is used to
reveal relevant phenomena between research articles and can deepen the understanding of collecting
and analyze social network data [11]. SNA also helps establish relationships between the most
relevant authors in the citation of articles, which seems to not use any other methods such as
bibliometrics and applied network analysis [12].

A relationship between actors or nodes in SNA is an important factor. A research about
knowledge transfer showed that SNA could be used to analyze knowledge transfer in a project based
on employees ties between each other, the stronger the ties, the more knowledge can be transferred
[13]. In another research showed that relationship appearred as an important factor to analyze disaster-
safety industry in Korea [14].

The use of SNA was later combined with a semantic framework for analyzing network in any
field of study. Based on the success of SNA in analyzing social networks, Kassiri [15] later proposed
social network ontology to make a unified semantic model online social networks and it results in
attracting a lot of interest from many fields. Bisio [16] proposed a new method ConceptNet, a
semantic network that runs on the Twitter social network to show the chain of Twitter traffic. Not only
in Twitter but Fu [17] also used semantic distance to build and analyze relevancy between nodes and
contents in Weibo Social Network. The result showed that semantic framework built helped
understand the semantic meaning of texts. Raji and Surendran [18] then present Resource Description
Framework (RDF) approach on social network analysis in semantic web areas.

In crimes study, SNA used to extract criminal data such as criminal role, harm score, travel
distance [19]. The advantages of using SNA in crimes study are its visualization [4], finding link
between crimes, profiling offenders, identifying criminal networks, and predicting criminal suspects
[20]. The graph built can be analyzed and shows a lot of information. Rashed [4] utilizes this
advantage to make a visualization of narcotics circulation in Chicago. SNA can also be used to
identify the leader or the most influencing actor in a criminal group [5], [21]. The criminal network
must be constructed to identify the most influencing actor with node represent criminal actors and
edge represent the relationship or communications between actors [21]. Tayebi et. al. [22] used five
centrality measurement such as degree, betweenness, closeness, eigenvector, and page rank centrality
in their research to locate central actor for co-offender but still it only showed one actor for each
centrality measures, meanwhile it helped identify actors engagement in large scale network. Whereas
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for the criminal actors, there are differences between crime group like co-offenders or gamblers group
with crime organization based on their need. People within crime organization are fully organized
while people in crime group sometimes are spontaneous and unorganized like social group [23] that
can be analysed using social network analysis [24].

The purpose of this research is to help police identify the central actor of a criminal group using
social relationships as edge and criminals as actors. Computational method proposed in this study can
help identify central actor faster than it used to be by the police. This method can save time from
doing interviews with all the criminals, not to say when some of criminal still missing or hidden. The
snowball sampling used in this research can build large-scale network using information gathered
from current interview result.

Social relationships used in this research are friendship, colleague, family, date or lover, and
acquaintances. Relationship Centrality measures used in this research are degree centrality,
betweenness centrality, closeness centrality, eigenvector centrality, and overall centrality. Overall
centrality is used to accumulate another centrality measure so that the actor that has the highest
centrality value from all centrality measures can be identified as the central actor of a criminal group.
Data used in this research supported by Yogyakarta City Police.

2. Methodology

This research used five centrality measures that are degree centrality, betweenness centrality,
closeness centrality, eigenvector centrality, and overall centrality. Each centrality measure was used to
identify the central actor from many perspectives, except for overall centrality that was used to
accumulate score from other centrality and shown the result as the central actor [25]. The data was
collected using snowball sampling technique for each case.

2.1. Degree Centrality

Degree centrality can be measured from the number of connections owned by actors. More
connections mean more central [3], [6], [26]. Degree centrality of nodes in a network can be measured
using Equation (1).

n N 1)
Cp(i)= ZE
Cp(i) is degree centrality of actor 7, d is the number of relationships owned by actor i, and # is the
number of actors in the network.

2.2. Betweenness Centrality

Betweenness centrality is a centrality measure that considers the central actor from being a bridge that
connecting other actors [26]. It can be measured by using the number of shortest paths which passes
through the node as shown in Equation (2).

Cali) = Zgg%i') @

Cj(i) is betweenness centrality of actor i , g ;is the number of shortest-paths from actor j to actor %,
and g ; (i) is the number of shortest paths from actor jto actor kthrough actor /.

2.3. Closeness Centrality
Closeness centrality shows how close an actor to all other actors in the network [5]-{7], [11], [21],
[26]. Actors that have high closeness centrality score are usually easier or quicker to reach other actors
in the network [12], [18], [26]. It can be measured using Equation (3).

n-1

CC ()= Z Dij (3)
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Cc(i) is the closeness centrality of actor i, D ; is the shortest path from actor 7 to other actors j in the
network, and #n is the number of actors exist in the network.

2.4. Eigenvector Centrality

Eigenvector centrality determines the connection of a node [7].It generalizes the degree centrality and
considers the importance of a node based on other connected nodes [3], [6], [14], [26]. It can be
measured using Equation (4).

. 1
Ce (i) =zzai,j ()

jeG

C.(i) is the eigenvector centrality of node i, A is a constant, g;; is the adjacency matrix from node i to
any other nodes in network G.

2.5. Overall Centrality
Overall centrality is a centrality measure that indicates the overall role of an actor inside a network
[25]. It can be measured based on results from any other centrality measures as shown in Equation (5).

Oi :Vchi +VICBi +ViCCi +ViCEi (5)

2.6. Snowball Sampling
Snowball sampling is a sampling technique to gather data or information from a specific group of
people [27] and mostly used to study hidden population [28]. Snowball sampling is used in this
research to reveal every actor involved in each case either directly or indirectly because it is very
effective when the population are hidden or hardly accessible [27]. This technique also allows to make
statements about the network structure and actors relationships property [29]. Vogt in [30] states that
snowball sampling can be defined as a technique to find other subjects from the information given by
the first subject. In simple words, a large-scale network can be built by using information from an
actor.

Crime group network in this research is built from information gathered from the first actor for
each case, then linked to other actors involved with him. Other information gathered will indicate their
relationship and engagement inside or outside a case.

3. Result and Discussion

3.1. Relationship Weight

Weighting is based on the results of the interview with the police. There are several relationships that
can be used in this study as shown in Table 1. The bigger the number, the closer the relationship
between actors, compared to smaller weight. Closer relationship can give impact in someone decision
making to either commit crime or not.

Table 1. Relationship Weight between Actors

Weight Distance Relationship
1 Very Close Family
1 Very Close Spouse
2 Close Colleague
2 Close Close/Best Friend
2 Close Date / Lover
3 Fairly Close Neighbour
3 Fairly Close Friend
4 Not Close Acknowledge
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3.2. Ontology

Ontology built in this study uses 2 classes with 7 datatype properties and 11 object properties as
shown in Table 2, Table 3, and Table 4 respectively. Class for crime case instances is kasusKejahatan
and class for criminals is Person. One group crime can be done by two or more actors, and one actor
can commit on one or more group crime.

Table 2. Clasess

No. Class Restriction
1. kasusKejahatan -
2. Person -

Both classes have their own datatype properties to define properties value of an individual. Each
class has its own datatype properties. Class kasusKejahatan has datatype properties such as jenisKasus
for types of crime commited, idKasus for case numbers, Pasal for articles in law that clarify about that
crime, tanggalKejadian for date and time that crime happened. Whereas class Person has ID to define
identity/license number of actors, namal.engkap for actors name, and alias for their aliases.

Table 3. Datatype Properties

No. Datatype property Domain Range
1. jenisKasus kasusKejahatan xsd:string
2. idKasus kasusKejahatan xsd:string
3. Pasal kasusKejahatan xsd:string
4, tanggalKejadian kasusKejahatan xsd:dateTime
5. ID Person xsd:string
6. namaLengkap Person xsd:string
7. Alias Person xsd:string

Relationsip between individuals is defined by object properties. This ontology consists of
keluarga for family relationship, kenalan for acknowledge relationship, pacar for girlfriend or
boyfriend relation, rekanKerja for co-worker relation, suamilstri for spouse (husband or wife) relation,
teman for friendship relation, temanDekat for best friend or closest friendship relation, tetangga for
neighbourhood relation, terlibat and melibatkan for bound between criminal case and criminals,
pelakuUtama for central actor of crime group case.

Table 4. Object Properties

No. Object Property Domain Range Relational Characteristic
1. keluarga Person Person symmetric
2. kenalan Person Person symmetric
3. pacar Person Person symmetric
4, rekanKerja Person Person symmetric
5. suamilstri Person Person symmetric
6. teman Person Person symmetric
7. temanDekat Person Person symmetric
8. tetangga Person Person symmetric
9. terlibat Person kasusKejahatan -

10. melibatkan kasusKejahatan Person -

11. pelakuUtama kasusKejahatan Person functional

3.3. Central Actor Identification

Central actor identification is done by measuring the degree centrality, betweenness centrality,
closeness centrality, eigenvector centrality, and overall centrality. All centrality is measured based on
the group-crime case data as the example given in Table 5.
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Table 5. Crime group case sample

Date Actors Relation Relationship Type Crimes Articles
30/01/2013 A A-B Family Gambling 303 KUHP
B A-C Friendship
C A-D Family
D B-C Friendship
B-D Friendship
C-D Friendship

Table 5 shows a data sample from real cases. There were four actors that were connected each
other with different relationship. They all commited crime that violated Indonesian law based on
KUHP articles 303. The relationship between actors then is measured using Equation (1), (2), (3), and
(4) to find their degree centrality, betweenness centrality, closeness centrality, and eigenvector
centrality. Overall centrality can be measured based on the other four centrality measures. The result
from this network is shown in Table 6.

Table 6. Centrality measures

Actors Degree Betweenness Closeness Eigenvector Overall
A 1.00 0.33 0.60 0.71 2.64
B 1.00 0.00 0.50 0.50 2.00
C 1.00 0.00 0.33 0.00 1.33
D 1.00 0.00 0.50 0.50 2.00

Table 6 shows that all actors have same centrality degree, which means they all know each
other or are connected in this crime network. Actor A has the highest betweenness centrality. It means
that A is an information courier or middle man that is supposed to pass information from an actor to
others. A also has the highest closeness centrality, which means that A has closer relationship to other
actors. Closer relationship means A can influence or affect other actors’ decision. The highest
eigenvector centrality means A is the most important actor among the others in this network based on
their network. A has 2.64 overall centrality value which is the highest overall centrality value. This
meanshe is the central actor of this network. If there are more than one actor that gets the highest
overall centrality value, then whoever have the highest centrality value from other centrality measures
will be the central actor.

Visualization of this procedure can also help police to identify central actor faster than reading
the text-based report. In the visualization shown in Figure 1, the blue nodes are actors while the
central actor is marked with red node. The edge (line) shows the relationship type and weight between
actors.
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Figure 1. Network Visualization
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Evaluation for this method using accuracy measure and it has good performance by correctly
showing 82 main actors from 102 crime group cases. One of the main limitations of this method is
there are same relationships or kinships between actors that cause same similarity measure for some
actors, which makes it hard to decide the central actor for some crime group cases.

3.4. Actor Engagement

Network built from the data can also show other actor engagements although he was not involved in a
case specifically. In other words, the network also carries the actors and cases connection. This feature
help police for further analysis of the case. Number of crime cases committed by an actor varies from
a single case into multiple cases. Relationship between actors can build a larger network and can
merge with other network cases. Figure 2 shows that actor D did engage with actor A, B, and C in
case number 103. This sample shows the ability to visualize and the possibility to detect any other
related criminal actors to a central actor of a case.

Keterlibatan Pelaku
D - pelaku_0406
ID Pelaku Inisial Pelaku Alias Kasus Relasi

pelaku_0406 D D = kasus_0103 = keluarga A

- teman B

- temanC

kelualga (1
@ teman® feman (3)

Figure 2. Actor Engagement

4. Conclusion

Based on the results of the research and the results of system testing, it can be concluded that the use
of Semantic Social Network Analysis (SNA) is able to identify the main actors with an accuracy of
80.39%. This is due to the small amount of data used in the research and the relationships between the
actors. Many actors have the same relationship, resulting in the same overall centrality each actor has
in one case. This can be overcome by further studies on the closeness of social relations and applied to
social network analysis.

The use of overall centrality in the semantic SNA has succeeded in narrowing the chances of an
actor being the main actor. This measurement of centrality successfully combines the value of each
centrality measure, so that the actor who has the highest accumulated value can be considered to be
the main actor.
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